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Congress and the Executive Branch should make global Internet
freedom a top human rights and foreign policy priority.

10":%.//("#](#'($&20%2#'2(%09.(20( 2947 ($'(.1*%$':(2"#2(D'2.%".2(%..,0&($/(
1*997($'40%20%#2.,($'20(M'$2.,(32#2./("*&# (%$:"2/(#,(10%.$:' (209$47 (#',(2"#2($2($/ (#(
4."2%#9(104*/(01(,$?90&HATE (2%#, .(#',(10%.$:' (#$,F(/2.4$#997 (A".%.E(#/($'(2".(4#/.(01(
D'2.%".2( 1%..,0&E( &#'7( 40*2%$./( #%.( 1#$9$":( 20( 9$C.( *?( 20( 2".$%( "*&F (M
0-+9$:#2$0'E(2".(M'$2.,(32#2./(# (02" .%(,.&0A%#2$A(#2$0'/ ("HC . (#(,*27 (20(HKLRO2"(
10":9%.//( #,( 2".("P.4*2$C.( R%#4"(/"0*9,( &#G.( D'2.%".2( 1%..,0&( #( 20?( "*&#
0%%:"2/(#,(10%.$: (209847 (2% $0UB2F#2. (). 74%2&.'2(/"0*9, (&0'$20%(#',(%.20%2(
0'( 2"%#2/( 20( D'2.%".2( 1%..,0&( #',( /"0*9,( 1*997( $'40%?20%#2.( 2".( $//*.( $'20( $2/(
$7908#2$4(.110%2/($'(#99(%.9.C#2(1q%*&/F

10":9%.//(/"0*9, (#9/0(40'/$,.%("OA( 2%0:%.//(20A#%,(D'2.%'.2(1%..,0&(40*9,(
+.(1#420%.,($'20(2".(4%$2.%$#(10%(,.C.902&."2(#//$/2#4.(# (2" (82$0'/( L0%(".A(
296#, .(#:%..&."2/F C(H.(+.95.C.(2"#2(D'2.%'.2(4. 0%/"$2(/"0*, (+.(2%.#2., (#/(#(2%#,.(
+H9%6%3$.%($ (#22%02%$H2. (4$%4*&MAB'GIGHO(/2.2/("HC .(+.. (2#G. ($'(2".( *%07.#(
M'$0'( 20A#9%, (#,022$0'( 01( 2"$/(#22%0#4" (#,($2("#/(+..'(,$/4*/1.,($'(MF 3F(?209$47(
4% AN I (#9/0(#22%02%$#2.(10%(10':%.//(20(,$%.42(2"#2(2" %.(+.(#(.PHE&S #2$0'(01(
A".2" %( '#%%O0AIT( 2#%:.2.,( .P20%2( %./12%$42$0'/( #%.( ".4./H%T( A".'( 2.4"090:7E(
J*$28.2(0%(.P2.%2$/.($/(/2. A$1$4#997(,./$:".,(L0%(/*%C.$99#'4.(0%(4. /0% TE?F

CEECCECCeeCeeeeaeeceeecceeecceaeeeeeee(((C((

K(D2($/($&20%2#2(20('02.(2"#2(2".(M'$2.,(32#2.1("#/(%#2$1$.,(0%(/$:".,(G. 7("*&H# (%%$:"2/(2% #2$./E($'49*,$ (2" E2OH9(
10C. #2(0'(!$C$O(8(_09$2$4#9(0%:"2/E(
"2225WWAAAF*"4"%FA"W2-+/W 04F /1W' . A"C/2#2*/+740% 2%7eX?.'f$.A8324%20Q810*2g Y [L8 P24, aQVEVE

o(i0%(.P#&?9.E(2".(10%.$: (SI/$/2#'4.(SA2(40%9, (+.(#&.",.,(20($'49*,.(D'2.%".2(1%.., 0&(#/(# ( P?9$4$2(1#420%(20(+.(40'/$,.%. (
A" (#9904#2$"(,.C.902&. 2(#I$I2#4.F( " (YY(MF3RRYQ[Q':4>F(S,,$2$0#997E(10":%.//(#"+#997 (#?2%0?%$#2./(&0". 7(20(".97(
1% (2".(-$99."$*&(1"#99 " (SA40* 2E (&' #:.,(+7(2".(_%.1$,."2 @-$99."$+&(1"#99.":.(10%20%#2$0'E(#',(40%9, (.'/*%.(

2"4#2(2" 1. (1% J(#%.(*].,(20(#,CH#4.(D'2.%'.2(1%..,0&($ (40 2% 7 (: %62, ./F (10%(i$/4#9 (K. #%(Y LLVE(A"$90%. ., 0&(01(.P?%.//$0'=(
SI(H(LHA206£02"(2".(ISCSI("$+.%2%./(D', $4#20%(#' (2" (OB4. (#' ,(S440*24+$9$27(D' $4#20%E(D'2.%". 2(1%(+0B(0'9$'.(
1%..,0&(01(.P2%.//$0'(#' (?%$CHAT(01(,$:$231. ,(?.%/0'#I($' 10%&H#2%WH%. (02(. PP9SA$2(1#4 ABBIBY%/)%A4")566) 7+328,%/&),+3)
1"-"8962/+)9&/8():2'8,-);" &)<==> E[2225WWAAAF &44F:0CW,04*&. 2/WBZA\B*$. 208 $4#20%/#' 2" /.9.42$0'2%04.//[F2.1 R

V0™ C%SA(RE . HE(< M(&HT (+.:$'(2%.#28":( @.2(4. 10%/"$2 (I (H(2%H, .(+H% VSR "84+28i - F(YCE(YLLV>E(
"2225WWHY/2.4" SA#FA0&W' . AIF#%/W20/2WB1 BRAENBIC:S' B2% . #2$B.2 BL.'10%)/"$? BH BIRYoH, B-#%%$. % FRER-  (<S(
196#8.A0%G(10%(\90+#9("9.42%0'$4(108&. #4197 (QT TCHER25WWAAAFAZF0%: WEOVENBE. A0%RECLcLKF"289h40'2. K

0" ()"0*((a. $2" (RO6H, /" %E(S 2(6%H#, .(3"0OAE(I"$# @ 09%$4.(3"02(10%(2".(H./@Y'#2./12E(A"B);/&C)@2D")S?%$9(YKE(YLLV>(;'02$"(
2"#2(2".(10&8.%4.(). 2#%28.2  @A%$&.(40'2%09(.PP0%2(%.: *O# 25T, (9$229. (#22.'2$0'(20(2".(%$/$':(40&2*2.%($', */12%7 (#'(
"HC.(02(+.'(*?,#2.F  =ER225WWAAAF'72$& /FA0&WYLLVWLUWYKW-+*/$' //WA0%I,+*/$' //WY K/ AFYs$:27 F(BRG8$(a9.$'E(
4" @SOB..$1(7.5( H$2"(2".(".92(0L(MF3F(,.1./.(40'2%#A4 2098/ ($/(+*$9,$":(2".(?7%0202772. (10%(H#("$:E2.4"(209%4. (/2#2.F(
D2($/(%.#,7(10%(. P2E@H2E+*)19%/+(;-#7(Y TE(Y LLVSEI25WWAAAF%099$':/20'. FA08W209$2$4/W/20WIVYS £TT#09/..$".7.W

3(



I$HOOTE( A.(2%0:97( [*220%2( 2".( 12#2*20%7 ( 4%.#2$0'( 0L( #( X11$4.( 01(\90+#9(
D'2.9%'.2(i%..,0&($'(2".(). 2#%2&.'2(01(32#2.E(A"$4"(A0*9, (/.%C.(#/(2".(1044#9(20$'2(
10%( &0+$9$1$":( 2".( 2009/( 01( MF3F( ,$?90&#47( #,( 209$47( $'( 1*%2".%#'4.( 01( 0'9$".(
1%..,0&(01(.P?%.//%'(#,(?%$CHATEE (A"$4"(A0*9,($'/2$2*2$0'#I$I. (#,(40'2%™ (
2".(A0%G( 01( 2".(\90+#9( D'2.%".2( i%..,0&( 6#/G( i0%4.( \Di6>( 4%.#2.,(+7(2".( 32#2.(
). 2#%28&.'2($'(YLLKRI(

6".(/2.2/(2"#2(A.(0%29%". (#%. (/$&?9. (# ,(/2%#$:"210%A#%, E(+*2(#4"$.C$": (2".&(
&HT(+.( HI$.%(1H8,(2"#(,0".F(6".%.($/(40'/$, %#+9.(<209$47($'40".%.'4.=(+.2A..(
2" (M'$2.,(32#2./@( 20/$2$0"/( 0'("*&H#'(%S$:"2/(#' ($2/(?09$4%$./( 0'( 2%#,.(#',(10%.$:'(
#$,FQI0%(.P#&29.E(2".(MF3F(:0C.%'&."2("#/(40'1.%%. (<&OBLHCO%. (‘#2$0'=(2%#,.(
[2#2*/( 0'(40%2%$./(/*4"(#] ("$H(#,($.2'4&E  QYA"$4"("#C.(200%("*&#'(%$:"2/(
%.40%.,/( #,( ."#:.( $'( 2.%CH/$SC.( D'2.%".2( %C.$99# 4.( #( 4.10%/"$?F( 6".( MF3F(
:0C.%'&."2(#9/0(?%0CS, /(/$:'S1$4#2(#$,(20(40% 2%./(2"#2(#%.(G.7(#99%./($'(2".(<A#Y%(
0'(2.%%0%$/&=(/*4"(#/(_#GSITILH (772 B P*2(2"#2(#9/0("#C.(200%("*&# (%$:"2/(
%.40%,/(#',(/20227(%.40%,/(0'(D'2.%'.2(1%..,0&F(D1(10":%.//(,.4$,./(20(.9.C#2.(2" (
$&20%2#'4.(01(D'2.%".2(1%..,0&($'(10%.$:'(209$47 (#',(2%#,.(;#/(A.(2"$'G($2(/"0*9,>E(
2" ($2(AS99(+.(A%S2BAHO(2"#2(/*4" (& #2./(+.0B8&.'2. (3 (#(&#" %(2"#2($/(.C.' B
o #(40"9%.2F( (

*062".96&0%.E( 2".( M'$2.,( 32#2./( #,(02".%( ,.&04%#2$4( 40*'2%$./( &*12( I"OA(
2" $%( 4088&$2&.2( 20( D'2.%".2( 1%..,0&( +7( 4#%.1+997( *#%,$":( D'2.%".2( 1%..,0&( #2(
"0&.F().&04%H#2$4(40%2%$./("H#C.(+..'($'4% #/$:97(2*%'$":(20(40'2.'2(+904G$": (#'(

CRECCECCeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

Q'22?5WWAAAF/2#2.F:0CW:W,%9W%I/\cVZULF"2&

QQ(6".(Mb(3?.4$#9(0.2%. 1. 2#2$C.(0'(+*/$" /I(#' (" &H# (%$:"2/(?%0CS, /(#(*/.19(,$/4*//1$0'(01(  <"0%S$I0'2#9(?09%47(
$40".%.'4. =(A".%.(#(0C.%'&.'2 @?09$4%./(0'(*4"(2"$"I(#I( <2%#,.E($'C./2&."2(?%0&02$0'E(,.C.90?&. 2E(m#,n(10%.$:'(
HLTHSWAO%G (H2(4%0//(?*% 20 I(AS2" (1242, ,("*&# (%$:"2/(209B4%./(#',(0+9SH2$0'/(#' (2. (#:.'4%./ (4" #%:.,(A$2"(
$&79.8.28"(2".&F =(10"(0*:$.E( 9&/%'B()#"E"8%),+3)#"D"3.F),):& D"BI&C)G/&)H$'2+"™),+3)I$D, +)#2"BEH2(@IU ;S ?%$9(CE(
YLLV=BR?25WWAAAF %, 289 20R:4#2.%$#9/F0%: WO* B, 200855 298 LLVF? K

Q(\.0%:.(HF(R* /"E(0%&H#9(6%#,.(0.9#2$0'/(6%.#28&.'2( P.4*2$C.(X%, %6 (m!"$#n(;).4F(YCE(YLLQ>E(
"22?5WWAAAFA"$2."0*.F:0CW' . A/W%.9.#/./WY LLQWQY WEDE Q&I YZh049#&#2$0'(60( P2.', (b0’ $/4%8&$ #20%7 (6% .#2&."2(
:D0%EHO(6%6H#,.(O.9#2$0'/(6%. #2&.2>(20(2".(_%0,*42/(0L(f$.2#&(;). AF (YTE(YLLK>E(
"2225WWAAAFA"$2."0*/.F:0CW' A/W%.9. #L./WYLLKWQYWRIH"RQEY T

QqS440%,$':(20(0.20%2.%/(H$2"0*2(R0%, SHE(M'S2.,(32#2./("#/(:$3C.'(2".( #GS/2#'$($'2.99%:.'4.(/. %C$4./(&*4"(2.4"090:$4#9(

" 92(20(&0'$20%(0'9$".(2%6#11SA(#' ($2("#/(29#7 ., (#(&HPOY6(%09.($'(#%%./12$' (2 H6%60%S$/2/E

"2225WWAAAF%/1F0%: WH#%2$49. F2"2Ze$. [HURSI 9 QHEBO0",.E(.2(#OFEMF3F(X11$4$#9/(3..(H#/2.($' (R$99$0/(3.'2(20(
_#G$/2#'E(A"B)/&C)@2D'(;). 4F(YUE(YLLC>E(
"2225WWAAAF'72$&./FA0&WYLLCWQYWYUWAO%9, WH/$HWY U&$SI$2#967F"289e.PgQOZ[KQIYULLS.'gQTA#V+UU. +KV[1#1#8 $g[LVV82#%2'.%g%
728.840%IIF(™) -1 (X?.'0.2(D'$2$#2$CE%.70%2(0'(_#GS/28D'2.%'. 2($92.%$F225WW0?." . 2F' . 2W%./ #%A4"W2%01$9./WRHGS/2#'

Q™ ()" O*FDII#, %6 (" (SEYHSECH "$':($'(0'(2".(AHY%(0'(2.%%0%S$/&B((.PA"#':.(10%($2/(/*220%2(/$'4.(3.22F(QQE( : 722("#I(
%.4.$C.,(+$99'/($'($'2.%'#2S0'HO(HS, (', S&S'S/".,(14%*2$'T(0L($2/("*&# (%$:"2/(#+*1IE =(3#I0'FA0&(;i. +F(QZE(YLLY>E(

"2225WW, $%6F/#90'FA0&W/20%7W' A/W1 #2*%6 WY LLY \FE. YYBORW: 7P22\WO0::. % (p#$9., (L0 02@&RR!(b.A/ (i +F(YYE(
YLLC>E225WW' A/F++4F40F*GWYW"$WES, 9.1 #/2WKZU[\BITEBEG&. 7. %Ei9.,:9$':(0.+.99$0'(0'(i#4.+00G (D/(32%*4G(
JOA'(+7(10%4.($'(:  722E(H#"$20'(_0/2 (-#7(QVE(YLLVSRREWWAAAFA#/"$':20'20/2F40&WB?

7' W40'2. 2W#%2$49. WY LLVWLWQCWSOYLLVL[QCEYKCYF"289

4(



02".9%( D'2.%".2(/?..4"( %./12%$42$0'/E( 10%( .P#&?9.E( 20( #,,%.//( /04$EH(HVB/BC.%E(
1$'4.(TWQQE(+02"(2".(MF3F(#',(H./2.%'(*%07.("#C.(24G. (/12.2/(2"#2(&#G.($2( #/%$.%(20(
127(0'(2".(#42$C$2%$./(01(D'2.%" . 2(*/. %/ (#' ,(#44.1/(?%/0'#9($'10%&#2$0'E(/.22$": (#(?00%(
PH#&?9.( 2"#2( %.7%.//$C.( 40%2%8$./( #%.( J*$A4G( 20( 4$2.( $'( /??20%2( 01( 2".$%( OA'(
1*9%C.$99#' 4 BKH"$9.($2($/('02( 0*%6($'2.'2$0'(".%.(20( . +#2.(2".( & %$2/( 0L( 2#%2$4*9H%(
MF3F(,08./2$4( 209$4$./E(2".%.($/(9$229.(,0%+2( 2"#2(#U28TSAR". (b3S @/($99.:#9(
AHY%Y%# 29.//( A$%.24#27$":(01( S&.%$4# /@ ( .9.42%0'$4( 40&&* $4#2$0'/(#,(2".(#99.:.,(
$'C09C.&."2( 01( MF3F( 40&2#'$./( $'( 2"#2(.110%2( "#C.( A#G.".,( 0%%( 20/$2$0'( #/( 2".(

124 #%, (+ #%.9%(01(D'2.%".2(1%. ., 0 &F(

The technology industry must exercise due diligence in order to
minimize human rights risk.
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The technology industry should adopt voluntary principles to guide
its conduct.
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